	[image: image5.png]



	
Catalogue of services


	
Catalogue of services
	[image: image6.png]






	[image: image10.wmf]IP PKT

FIB Table

VPN-IP route   tag info

IP PKT

TAG

TAG

    apply tag

and select

egress port

Provider edge router/switch

      make routing

decision

3

2

      identify

destination

1


	


[image: image2.png]



A catalogue of services.

Version 1.24  -  11 April 2001

Whilst a great deal of care has been taken in drafting this document, neither the authors nor the publisher can accept responsibility or liability with regard to the accuracy or completeness of the information contained in this document. 

	Status :
	First release

	Reference :
	TESTA Catalogue V1.24

	Authors :
	IDA

	Date :
	11.04.2001


REVISION HISTORY
	
	
	
	

	
	
	
	

	version
	Date
	Authors
	Reasons

	V0.1
	7.4.2000
	IDA
	First draft

	V1.0
	6.11.2000
	IDA
	First release to TESTA technical experts

	V1.1
	9.11.2000
	IDA
	Release to TAC WHAM

	V1.11
	13.11.2000
	IDA
	Completed cost table

	V1.2
	15.01.2001
	IDA
	Completed access point table and contacts, first general release

	V1.21
	22.01.2001
	IDA
	Minor corrections

	V1.22
	1.3.2001
	IDA
	Added local contacts

	V1.23
	15.3.2001
	IDA
	Chap 6.1 additional contacts added

	V1.24
	11.4.2001
	IDA
	Chap 6.1 additional contacts added


Table of Contents
61.
Editorial

2.
What is TESTA
7
2.1
IDA Programme
7
2.2
TESTA: a collaborative approach
7
2.3
Basic concepts
8
2.4
Benefits
9
3.
TESTA SERVICE OVERVIEW
10
3.1
IP platform
10
3.1.1
Functionality
10
3.1.2
EuroGate locations
10
3.1.3
Accessing EuroGates
12
3.1.4
EuroDomain technology
13
3.1.5
EuroDomain address structure
13
3.1.6
EuroDomain naming convention
14
3.2
Overlay configurations
14
3.2.1
Traffic classes
14
3.2.2
Virtual private networks
15
3.3
TESTA application services
15
3.3.1
Domain Name Services
15
3.3.2
E-mail relay
16
3.3.3
Information gateway
16
3.3.4
Hosting
16
3.4
Local information services
17
3.4.1
Locating services
17
3.4.2
Access right management
17
3.5
Support services
17
3.6
Service level guarantees
18
3.6.1
Availability
18
3.6.2
Time to restore
18
3.6.3
Network delay
19
3.6.4
Reporting
19
3.6.5
Helpdesk
20
3.7
Security
20
3.7.1
Levels of security
20
3.7.2
Security provided by TESTA
20
3.7.3
IDA PKI
21
4.
how to apply for testa services
23
4.1
Eligibility
23
4.2
Procedure
23
4.3
Assistance
24
4.4
Co-ordination with national networking initiatives
25
5.
Costs and COST sharing
26
5.1
Costs
26
5.2
Cost sharing
26
6.
Additional Information
28
6.1
Contacts
28
6.2
References
30


1. Editorial

TESTA provides a telecommunications infrastructure for European administrations.  It is a private network for public administrations. 

Public administrations need access to modern telecommunication services for their operations. In their daily dealings, they are embedded in and rely on the well-functioning of a web of relationships with citizens, enterprises, non-profit organisations and other public sector bodies. Telecommunications and information technology (IT) are not only key to achieving efficiency in these dealings. Very often, they are a precondition for the very functioning of the administrations. 

The greater the importance of IT, the bigger are the demands on its reliability and performance. Citizens and enterprises expect a degree of responsiveness from administrations that can no longer be maintained without IT. At the same time, the more information is communicated electronically, the more important is the issue of security of this information, its authenticity and confidentiality. Public service and public access to information do not contradict the requirement for protection of information. 

The completion of Europe’s internal market has highlighted the European dimension to the points raised above. Mobility of people, capital, goods and services means that - whether it concerns social security or pensions, whether a business is registered or a family formed, whether food safety or fish imports are monitored-  the national, regional or local administrations engaged in these issues act as European administrations. In carrying out their tasks they rely upon information exchanges with their counterparts in other parts of the European Union. 

While service provision to citizens and enterprises will for the greater part remain the domain of national administrations, Community programmes like IDA (Interchange of Data between Administrations) provide genuine added value by promoting interoperability and thus enabling the free flow of information between administrations. TESTA should be measured against how it achieves this objective. 

This booklet describes the services available through TESTA and along the way explains some of the basic concepts underpinning it. The section on procedures will indicate to public sector bodies interested in benefiting from TESTA what practical steps to take next.  To the general reader this catalogue of TESTA services will, it is hoped, provide useful insights into how the public sector in Europe is evolving to better provide services to citizens and enterprises.

2. What is TESTA

2.1 IDA Programme

IDA (IDA: Interchange of Data between Administrations) is a Community Programme to promote the application of information technology (IT) in the information exchanges between European administrations. It was adopted by the Council of Ministers and European Parliament and entered into force in August 1999. 

The Programme is based on two decision, 1719/1999/EC and 1720/1999/EC [REF 1 and 2].

· Decision 1719/1999/EC defines the general principles of implementation for sectoral telematic projects in support of specific Community policies.

· Decision 1720/1999/EC calls on the Community to ensure a consistent and coordinated technical approach to telematic projects to safeguard interoperability and efficiency.

Because the IDA Programme brings together national and European decision makers and implementers, it is both a forum for coordination and a provider of solutions to telematic networks.

2.2 TESTA: a collaborative approach

TESTA is the IDA project to provide trans-European services for telematics between administrations. It was started in 1996, and early in 2000 it entered its second phase. In the terminology of IDA, TESTA is a generic service, that is to say a service that should meet the requirements of administrations regardless of which policy area they are engaged in. 

TESTA responds to the growing need for the exchange of information between European administrations. This requires a coverage of all Member States and EFTA countries and increasingly also of the accession candidates. In terms of scope, it presupposes a degree of capilarity permitting communications with any administration carrying out a European policy. This ambitious goal can only be achieved in the joining of forces of national and European initiatives. 

The TESTA approach is collaborative: it builds on national efforts to establish national, regional or local administrative networks by forging these to a trans-European network. IDA provides the EuroDomain, the network interconnecting national/regional/local networks and the EuroGates, the access points, while national administrations take charge of connecting to the EuroDomain.

2.3 Basic concepts

The basic concepts on which TESTA builds stem from the IDA Architecture Guidelines [Ref. 3]. They are 

· the EuroDomain

· the Local domain

· the EuroGate.

The EuroDomain is defined as "a common set of pan-European telematics services agreed upon, owned, and managed by the IDA community, enabling transparent link between various local domains of the European Community of Member State Administrations (including networks linking National Administrations) and European Institutions, as applied by one or more service provider."

In networking terms, the EuroDomain can be seen as a backbone network, defined by the access options, the access point locations and the services provided between these.

A local domain is "a set of homogeneous telematic services used by national Administrations (including networks linking National Administrations), or European institutions." 

In networking terms, the local domain can range from a single LAN to a national network that acts itself as a national backbone.

The EuroGates fullfill a mediating role between EuroDomain and local domains. "[…] a pair of EuroGates provide the connectivity and inter-operability between any two Local Domains via the EuroDomain (and to the EuroDomain services themselves). This way, technical independence between the EuroDomain and the Local Domains is maximised." It can be described as "a set of services, relying on hardware and software features, providing the necessary functions of connectivity and inter-operability between Local Domains and the EuroDomain, it also serves to define the boundary of responsibility between Domains."

In networking terms, a EuroGate can be considered as a router directly giving access to and managed by the EuroDomain.
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2.4 Benefits

TESTA must be measured against how well it addresses the needs of administrations wishing to communicate with their counterparts in Europe. This is described in the following chapters. In addition, there are also more general advantages to adopting a coordinated approach to inter-administrative information exchanges, as opposed to creating dedicated solutions. These are

· achievement of interoperability not only within sectors, but also across different administrative sectors;

· achievement of interoperability between Member States and the Community;

· the convergence towards a common telematic interface between the Community and the Member States;

· the streamlining of operations, reduction of maintenance, 

· speeding up of implementation of new projects;

· greater security and reliability;

· greater cost-efficiency.

These objectives echo the concerns of the European Parliament and Member States to improve efficiency and cost-effectiveness in the implementation of trans-European telematic projects. They lie at the heart of the IDA Programme, and TESTA is a practical example of how these objectives translate into operational services.

3. TESTA SERVICE OVERVIEW

3.1 IP platform

3.1.1 Functionality

The core function of TESTA is to facilitate communications between local domains, whether these be national or regional networks or European Institutions or Agencies.  To this purpose IDA provides a European backbone network for administrative data exchanges which acts as information exchange platform between administrations: any site that is connected to the EuroDomain can communicate with any other site similarly connected. 

The EuroDomain is separate and protected from the public Internet, and it provides a number of advantages over the latter, notably

· it is dedicated to trans-European communications of the public sector and provides access to the highest number of European administrations of any private network;

· it operates at speeds that make it capable of accommodating not only “best effort” communications but also real-time applications;

· it offers enhanced security by being de-coupled from the Internet;

· it systematically uses network address translation at each access point, thus hiding local domain addressing structures;

· it has a clear IP addressing plan structured by geography and operates on a dedicated range of addresses that are not Internet-routable;

· it has in-built redundant routing and is governed by availability guarantees, network monitoring and security incident intervention capabilities are in place;

· it will provide information confidentiality through the introduction of encryption and other protective measures, both on the level of the backbone network and at local levels;

· it can be enhanced with other IDA services, such as IDA's public key infrastructure (PKI) and workgroup support tool (CIRCA) to provide additional security and services;

· it governed by contractually binding service level guarantees;

· it is under a single contractual authority: IDA.

3.1.2 EuroGate locations

To simplify access to the EuroDomain, a number of access points, the EuroGates, are defined in each country. These EuroGates offer a range of connection methods and are themselves interconnected through a high-capacity high-availability network. EuroGates and the EuroDomain are operated by Global One. EuroGates are typically identical with Global One IPVPN points of presence which are listed below by country. In addition, the EuroDomain can be accessed through any other Global One location, a listing of these can be made available on demand.

	COUNTRY
	EUROGATE LOCATIONS

	European Union
	

	BELGIUM
	Brussels

	DENMARK
	Copenhagen

	GERMANY
	Frankfurt

	
	Hamburg

	
	Düsseldorf

	
	Stuttgart

	
	Munich

	GREECE
	Athens

	SPAIN
	Madrid

	
	Barcelona

	FRANCE
	Full national coverage (France Telecom backbone)

	IRELAND
	Dublin

	ITALY
	Milan

	
	Rome

	LUXEMBOURG
	Luxembourg

	NETHERLANDS
	Amsterdam

	AUSTRIA
	Vienna

	PORTUGAL
	Lisbon

	FINLAND
	Helsinki

	SWEDEN
	Stockholm

	
	Göteborg

	
	Malmö

	
	Sundsvall

	
	Orebro

	UK
	London

	
	Archway

	
	Birmingham

	
	Manchester

	
	Milton Keynes

	
	

	Candidate countries
	

	Estonia
	Tallinn

	Czech Republic
	Prague

	Slovakia
	Bratislava

	Hungary
	Budapest

	Romania
	Bucharest

	Bulgaria
	Sofia

	Latvia
	Riga

	Poland
	Bydgoszcz

	
	Gdansk

	
	Katowice

	
	Krakow

	
	Poznan

	
	Warsaw

	
	Wroclaw

	Lithuania
	No presence yet

	Slovenia
	No presence yet

	Cyprus
	No presence yet

	Malta
	No presence yet

	Turkey
	Istanbul

	
	

	Others
	

	ICELAND
	Reyjkjavik

	NORWAY
	Oslo

	SWITZERLAND
	Zurich

	
	Geneva


3.1.3 Accessing EuroGates

3.1.3.1 On-net and off-net access

Each Eurogate supports two types of permanent access: on-net and off-net. On-net connections are established when the local domain network provider takes responsibility for the WAN connection between his boundary router and the EuroGate. For better control over this link, the local domain provider may wish to terminate the WAN link with a router on the EuroGate premises.

When connections are referred to as off-net this means that the EuroDomain provider is responsible for the WAN connection from the EuroGate to the local provider's (or local administration's) access point. In this case, the link will be terminated by a EuroDomain router situated on the local domain's premises.
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3.1.3.2 Access protocols

The EuroGates can be accessed using any state-of-the-art protocol, including leased lines (native IP), Frame Relay or ATM. At off-net connected sites, the customer interface will be a LAN-port on the router provided by the EuroDomain operator.

3.1.3.3 Switched access (dial-up)

Switched access to the EuroDomain using PSTN or ISDN can be established. This service is of benefit to administrations that have a limited or occasional need to communicate through TESTA and to individuals who require mobile access. Users are identified by RADIUS servers via network access identifiers (NAI) and passwords and are then routed to those network addresses for which they have access rights.

3.1.3.4 Access speeds

Permanent access to the EuroGates can be ordered at speeds from 64 Kbps up to 34 Mbps. Dial-up services are available at up to 56 Kbps for analog services (PSTN) and up to 64 Kbps for digital switched access (ISDN).

3.1.4 EuroDomain technology

The EuroDomain services, which are operated by Global One, are based on its Global IP VPN product. It offers dedicated Intranet and Extranet services using the standards-based Transmission Control Protocol/Internet Protocol (TCP/IP) protocol suite to transfer information between points of presence (POPs). It utilises Global One’s underlying Next Generation (NGEN) ATM backbone infrastructure for transport services. 

Global IP VPN has been implemented using the tag switching technology which will evolve to support the Internet Engineering Task Force (IETF) Multi-Protocol Label Switching (MPLS) standard.  

[image: image5.png]MPLS is an IETF standards-approved technology that speeds up network traffic flow by avoiding packet analysis by intermediate routers (hops). This is done on the basis of so-called labels that are attached to packet by the edge routers of the backbone, on the basis of information stored in the forwarding information base (FIB).  Labels are also used to implement virtual private networks (VPNs).

MPLS combines the benefits of layer 3 routing with the advantages of layer 2 switching.  Because IP addresses are not evaluated during transition through the backbone, MPLS does not impose any IP addressing limitations. 

3.1.5 EuroDomain address structure

Local Domains are interconnected through the EuroDomain, using TESTA II registered IP addresses. The addresses are provider-indpendent, but they are managed by the EuroDomain operator, Global One. For each Local Domain, the entry point to TESTA II is configured with network address translation (NAT) translating Local Domain internal IP addresses to TESTA II registered IP addresses. 

The address block 62.62.0.0 / 17 has been allocated by the European IP registration authority (RIPE) to TESTA II. A part of this range has been set aside for future use (such as the candidate countries). Address allocation will in general be driven by geography, with each country receiving a set of class C addresses. An exception to this rule will be the European Institutions, which will receive address blocks from a separate part of the above range. 

The address space allocation is for communications over the EuroDomain only (not for Local Domain internal purpose). Dynamic NAT (or Port Address Translation) will be used as much as possible (therefore reducing the number of TESTA II registered IP addresses needed). 

3.1.6 EuroDomain naming convention

Domain names are used to address computers and users across IP networks. Information resources that are to be made accessible through TESTA will be addressed using the TESTA domain naming convention. It has been agreed to adopt the following domain naming scheme which will permit the distinction between Internet-accessible and TESTA-accessible resources.

<3rd level>.eu-admin.net

where 

“3rd level” 
could be a country denominator or organisation or other, 

eu-admin.net 
is the top level domain. 

Underneath the top-level domain eu-admin.net organisational (www.portal.de.eu-admin.net) or project-based (eudra.eu-admin.net) descriptors can be inserted. 

To avoid naming conflicts and to assure correct routing, all information resources that should be accessible through TESTA have to be registered with the EuroDomain network management.

3.2 Overlay configurations

3.2.1 Traffic classes

The EuroDomain guarantees multiple levels of service, enabling the backbone network to handle priorities between different types of traffic. Differentiation of service class is done on the basis of the 3-bit precedence field in the IP header.  

Several mechanisms are implemented in order to support end-to-end levels of service (delay, packet drops) on the network.  These mechanisms are the admission control (Committed Access Rate – CAR), the congestion management (Weighted Random Early Detection – WRED) and queue management (Weighted Fair Queuing).

The CAR mechanism classifies the incoming packets (sets / modifies the IP precedence) and manages the access bandwidth through rate management.  The rate management is implemented with a “token bucket” scheme: tokens are added to the bucket at the committed rate and the number of tokens in the bucket is limited by the normal port speed. Packets arriving with sufficient tokens in the bucket are said to conform (apply conform action), packets arriving with insufficient tokens in the bucket are said to exceed (apply exceed action).  Exceed actions can be a packet drop or a modification of packet IP precedence for instance.  The actions to be applied to the excess packet are configured by Global One.

With Weighted Random Early Detection, the router monitors the average queue size. When congestion is impending, it randomly notifies several connections to reduce the transmission speed. The notification is done using packet drops, which is an explicit signal to TCP to slow down transmission. WRED combines RED with IP precedence to implement multiple classes of service. In congested networks, lower class traffic is throttled back first before higher class traffic. This stragety results in less packet drops and more available bandwidth for higher-class traffic.
Weighted Fair Queuing is a packet-scheduling algorithm used to determine the order in which packets are sent out to the transmission link. Global IP VPN uses Class-Based Weighted Fair Queuing (CB-WFQ). With CB.WFQ packets are classified into 4 queues based on the 2 least significant bits of the IP precedence of the packet. Each queue is weighted. Backlogged queues are served in proportion to their weight. The weight determines the amount of bandwidth that each active queue is allowed to consume during periods of congestion.  The network operator configures the percentages of the different queues.

On the EuroDomain, traffic shaping mechanisms at the access points and the packet labelling on the backbone are combined to provide three traffic classes, "Exclusive", "Business" and "Economy". IP packets are treated according to which of the three classes to which they are allocated, based on IP addresses or application (port number).

3.2.2 Virtual private networks

The EuroDomain supports Tag Switching for Virtual Private Networks (Tag-VPN).  Tag switching is based on the concept of label swapping where small units of data contain a fixed-length label that instructs network devices how to process the information. Tag-VPNs provide any-to-any connectivity, they also scale easily and cost-effectively to support new users.

3.3 TESTA application services

3.3.1 Domain Name Services

Domain Name Services map resource locators, such as www.eu-admin.net to IP addresses and make them accessible through the network. All resources accessible through TESTA are clearly identified by a specific top level domain (eu-admin.net).

A central domain name server is operated and maintained on the level of the EuroDomain and contains information on all resources accessible through it. Because of the use of network address translation (NAT) at each access to the EuroDomain, the actual IP address of a specific server in a local domain remains hidden and is translated into an IP range from the TESTA-range. 

A document describes how local domains should configure access to the central Domain Name Server and how to register information sites on the EuroDomain [Ref. 5].

3.3.2 E-mail relay

Electronic mail can be routed like any other data traffic across the EuroDomain network, but TESTA provides a number of added-value services through its e-mail relay. In addition to hosting TESTA-specific e-mail boxes, the infrastructure can implement mail distribution lists and routing policies. This allows it to be used as a clearing house for messages addressed to administrations connected to the EuroDomain. Virus check mechanisms can also be put in place. 

The TESTA e-mail relay is built on a high-availability hardware platform located at the central TESTA application facilities and protected by firewall. A document describes how to request and employ its capabilities [Ref. 7].

3.3.3 Information gateway

Whether the work is related to social security, employment, agriculture or any other policy area, having access to information is an essential element in providing public service. However, searching for information, let alone finding it is often difficult. 

To facilitate navigation to information resources accessible via the EuroDomain, TESTA is making available an information gateway that will consolidate and maintain information on where and how to access data related to specific policy areas, whether this is located at European level or in one of the connected domains. 

This facility can be accessed by browser and will provide indexed access to sites of specific interest. As a central exchange facility it offers a blackboard function, allowing those interested to advertise events or publications to other administrations or to look for partners in projects. As central TESTA web site the facility also provides online information on the network and its usage, as well as additional documentation and contact points.

The facility is accessible via the URL www.eu-admin.net. A document describes how content provides may use this facility to create links to their information sites [Ref. 9].

3.3.4 Hosting

Where trans-European projects want to run applications accessible to European  administrations, the TESTA web hosting infrastructure can provide a dedicated hardware platform, complete with redundant links to TESTA. 

This infrastructure is not linked to the Internet and is firewall-protected. It features site access control, fire protection and emergency power. IP address allocation is done by Global One, which also operates the Domain Name Server to support up to three domains per customer. 

A document describes how content provides may make use of this facility [Ref. 11].

3.4 Local information services

3.4.1 Locating services

The TESTA domain name services (DNS) will resolve resource locators to IP addresses and hide addressing issues from the user and from applications. This presupposes that the user knows about a specific information site that he or she wants to access. Often, however, this knowledge is not available, and users are faced less with the difficulty of network routing than with a lack of overview over the resources available through the network. To solve this problem, TESTA operates a central information gateway that will list sites of interest, whether these are located on the EuroDomain or in a local domain. In addition, several connected domains are putting in place national portals to channel access to administrative information. Where relevant, the TESTA information gateway will link into these.

3.4.2 Access right management

The ability of a user to access a local information source through TESTA is influenced by three factors:

· the traffic restrictions imposed by the EuroDomain;

· the restrictions imposed by the local or remote domain;

· the restrictions imposed by the application.

TESTA does not limit access between local domains and the EuroDomain, unless this is explicitly requested and justified by a particular user community. In the local domains, network access control policies will differ from domain to domain, and access may be restricted not only for users wishing to enter the local domain to access a specific information site but also to users from within the local domain wishing to exit this to reach a site in a remote domain. 

In general, however, access restrictions will be put in place by application the information sites. Access right management at application level is based on the concept of information "ownership". Where information is restricted, the right to accord or withdraw access lies with the information owner, and this person will define the procedure by which access rights are managed.

The central TESTA information gateway will provide information not only on how to locate information sites but also on who to contact for requesting access to these.

3.5 Support services

The standard support hours for TESTA users are 24h/24, 7 days a week. EuroDomain service support is delivered by Global One through its standard support facilities. Its support centres can be contacted through toll-free telephone numbers from through-out the European Union and can be addressed in the 11 languages of the European Union. 

Additional support is given by the service manager assigned by Global One to TESTA customers. More complete information on the support organisation can be found in [Ref. 10], available on request.

Since TESTA operates the EuroDomain backbone network, service support will be given at different levels. First contact point for users in national or local administrations will typically be their respective help facilities. Additional support infrastructure may be operated on an application basis, and IDA can assure a centralised follow-up to complex problem resolution through its ASSIST project [Ref. 8].

3.6 Service level guarantees

Service levels are contractually guaranteed and backed by penalties. The following is an excerpt from the guarantees applied to TESTA services. The full text of the service level agreement (SLA) which includes also penalties can be made available on request.

3.6.1 Availability

The minimum availability of services is as follows:

	Service element
	Minimum Availability

	EuroGate services at all locations.
	99.7% monthly, 99.9% yearly

	On-net access to an EuroGate.
	99.7% monthly, 99.9% yearly

	Off-net access to an EuroGate.
	99.7% monthly with back-up

	Web site platform.
	99.5% monthly

	Firewall service.
	99.5% monthly

	Cryptography services.
	99.7% monthly


The Contractor may employ backup solutions to achieve the committed values.

Availability guarantees do not cover planned maintenance interventions. All planned maintenance interventions will be undertaken outside the normal working time, in a maintenance window on Saturday from 2:00 am to 10:00 am o’clock Western European Time.

3.6.2 Time to restore

The maximum delays for services restoration are as follows:

	Outage description
	TTR
	MTTR

	Outage(s) denying access to one or more EuroGates from a Local Domain.
	2 hours
	2 hours

	Outage(s) reducing service quality from a particular EuroGate to one or more other EuroGates.
	6 hours
	4 hours

	Outage(s) affecting the provision of web services. 
	6 hours during service
	4 hours

	Outage(s) affecting the provision of firewall services.
	4 hours
	4 hours

	Outage(s) affecting the provision of cryptography services.
	6 hours
	4 hours


The Contractor may employ backup solutions to achieve the committed values. 

3.6.3 Network delay

	Network link and service class
	Maximum Roundtrip Delay 

	EuroGate to EuroGate – service class “Exclusive”
	200 ms

	EuroGate to EuroGate – service class “Business”
	250 ms

	EuroGate to EuroGate – service class “Economy”
	400 ms

	Off-net access to nearest EuroGate
	[See note below]


Note: 
The maximum round-trip values listed above relate to EuroGate-to-EuroGate connections without any specific filtering based on access rights checks through the EuroDomain management platform. Neither do they include encryption overhead, protocol conversion, etc.

Network delay measurements are carried out every 60 minutes during service hours for EuroGate to EuroGate connections and every 60 minutes during service hours for off-net to EuroGate connections. 

3.6.4 Reporting

	Parameter
	Coverage

	Availability during service and support hours
	per EuroGate

	
	per off-net access to the EuroGate

	
	per on-net access to the EuroGate

	Total volume (Mbytes) duirng service hours
	Per EuroGate, incoming from and outgoing to the EuroDomain

	
	Per EuroGate interface, incoming from the Local Domains

	Av./peak bandwidth consumption during service hours
	Between the EuroDomain-interfaces of all EuroGates

	Network delays during service hours
	


The reporting information shall be made accessible by e-mail or hand-delivery during the monthly progress meeting, and also online via a web interface. It shall be made available within ten working days after the end of the previous month.

3.6.5 Helpdesk

	Processing stage
	Feedback
	Delay

	Reporting of trouble
	Confirmation and registration number
	1 hour

	Trouble analysis and resolution
	2 hours
	

	Closing of trouble ticket
	2 hours
	


3.7 Security

3.7.1 Levels of security

Because TESTA is a network of networks, composed of the EuroDomain backbone and local domain networks, security has to be implemented at several levels: on the backbone, on local domain networks and at the final user site. Each of the participating administrations will be concerned to implement adequate levels of security in the network infrastructure under their control.

3.7.2 Security provided by TESTA

TESTA is putting in place a number of measures that will enhance the security of the EuroDomain backbone network. These address the availability and confidentiality dimensions of security, while authentication and authorisation are addressed at application level.

Availability of the network and the access to information resources is a key security requirement of all networks. That is why TESTA has been built on some of the highest availability guarantees offered by the market today. These guarantees apply not only to the network’s components but also to the equally important supporting services, such as DNS and e-mail relay. 

The network is purpose-built for administrations and is completely separate from the Internet, thus eliminating the security threats that may emerge from this. In addition, the consistent use of address translation at each access point helps protect local domains if ever EuroDomain security were to be compromised. Permanent monitoring of key network elements and clearly identified management control over the EuroDomain and each of the connected networks facilitate intervention in case of security incidents.

TESTA protects information travelling across the EuroDomain against unauthorised access. On a physical level, this encompasses measures to control access to the network components, operated by Global One. It also includes the widespread use of optical fibre, one of the most secure transmission medias. 

On a logical level, confidentiality is enhanced by the introduction of encryption devices at key access points of the EuroDomain. These devices hardware-encrypt IP packet payloads to ITSEC Level 3 using encryption algorithms such as Alternating DES (112-bits), IDEA (128 bits), 3-DES (112 or 168 bits). Management of the encryption devices is assured by Global One, while key management will remain Commission responsibility.

3.7.3 IDA PKI

The IDA Public Key Infrastructure for Closed User Groups (IDA PKI) project offers an effective, standards-based end-to-end security solution, implemented on application layer. The project was launched in the beginning of 1999 with the aim of setting up a Certification Authority (CA) available to all Member State Administrations. IDA PKI services are available through TESTA.

The IDA PKI can provide all the necessary services for the management of electronic certificates (creation, revocation, renewal) when no national Certification Authority (CA) exists, or when for any reason the users do not wish to use the services of the national CA. It should be complementary and interoperable with the infrastructures set up by the Member States, the European Institutions, and the European Commission,and able to harmonise the mutual recognition of certificates delivered by these infrastructures. 

Provided that the required environment is set up, a PKI is mainly an organisation; it relies on a set of roles and responsibilities, and of procedures that each partner must carefully respect and that are summarised in a Certificate Practice Statement (CPS). The trust that users can have in the PKI depends on these procedures. They are therefore essential.

The roles required for implementing security within an IDA network through public key certificates are:

· the end users who issue a request for a certificate, participate in its creation, and revoke it as necessary;

· the Registration Authority (RA), possibly assisted by a Local Registration Authority (LRA), to assess the authenticity and the rightfulness of requests;

· the Certification Authority (CA), for managing the certificates’ life cycle.

The following schema gives a general overview of the relationship between the actors. The bigger arrows show the circulation of information for issuing a certificate. The lighter arrows show the distribution of certificates.
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The relevant procedures are detailed in the Certification Practice Statements (CPS).

The logic of the interactions between these actors can be described as follows:

1. the candidate certificate holder connects to the CA server and issues a request to obtain a certificate;

2. the RA and the requestor exchange the necessary information to verify the user identity and the rightfulness of the certificate request; optionally, a Local Registration Authority (LRA) is called on to testify that the requestor actually is entitled to receive a certificate;

3. given the results of the second step, the RA approves or rejects the request and registers his answer to the CA server;

4. if the RA approved the request in the third step, the CA creates the public certificate of the certificate holder and informs him of where and how he may get it (usually by downloading it from the CA server);

5. relying parties download public key certificates from the CA directory according to the needs.
Additional information on IDA PKI and how it can be used can be found in [Ref. 12].

4. how to apply for testa services

4.1 Eligibility

TESTA is a generic service provided under the IDA Programme. Eligibility for TESTA services is governed by the IDA Decisions, outlining Community activities in the field of trans-European telematic networks for administrations.

TESTA is a European administrative network. Potential beneficiaries are 

· national or European public administrations (including European Institutions and Agencies)

· any other national, regional or local public body and

· any international organisation 

exchanging, or likely to exchange, data with other public administrations in the framework of the implementation of one or several Community acts referred to in Articles 249 to 256 of the Treaty establishing the European Community.

4.2 Procedure

The procedure for requesting services is simple. Interested parties should notify the IDA unit of their interest, indicating which sites require access to TESTA and who they need to communicate with, as well as what type of services is requested. Information about the legal basis of their communication should also be provided so that IDA can check eligibility. 

Connection requests will typically come from a community of administrations engaged in a particular policy area. Demands for connections from individual administrations should be justified in terms of these administrations' business requirements.

The following information should be provided:

· List of administrations (name, location, coordinates of local contacts) that wish to be connected;

· Description of the services that are requested;

· Brief description of the communication requirements;

· Legal act or other basis for communication requirements;

· Where a request is submitted on behalf of others, proof of interest of the other administrations (for example minutes of a meeting where this was decided);

· Name of project coordinator.

On the basis of this information, IDA will check eligibility and then consult national network coordinators on implementation options. Unless reasonable justification is given, preference will be given to establishing connections through national administrative networks. In exceptional circumstances, direct links to TESTA can be made available, but these are subject to the funding limitations described in the chapter on cost sharing. 

Once national coordinators have been consulted the project coordinator will receive an implementation proposal for his/her approval. Assuming that all the required information is submitted in the service request, an implementation proposal can typically be submitted within 4-6 weeks.[image: image6.png]
4.3 Assistance

Administrations, or communities of administrations who have a need to exchange data but who require assistance in formulating their requirements can make use of the services of the ASSIST project. 

The purpose of ASSIST is to provide pre-operational and operational support to TESTA users and would-be users under a framework contract signed with Unisys (sub-contractor Aethis Ubizen).

Where assistance is required in analysing communication requirements, a two-step procedure is followed.

· In a pre-analysis phase of maximum 5 days, ASSIST carries out interviews with the project coordinator in order to be able to assess the work load and timing constraints of the second step, the analysis itself. The ASSIST team reports back to IDA which then gives the go-ahead for the second step.

· During the analysis phase, the ASSIST team studies the communication requirements from a technical and business perspective in order to understand better which data flows with what volumes need to be supported and to address issues such as security. On-site visits may also be carried out to survey existing technical infrastructure. The output of this activity will typically be a report of recommendations.

Requests for assistance of the type described above should be submitted by simple demand, indicating 

· the legal act or other basis for communication requirements;

· the list of administrations (name, location, coordinates of local contacts) to be surveyed;

· the name of the project coordinator.

Pre-analysis studies can typically be carried out within 4-6 weeks of the receipt of an intervention request, but availability of ASSIST staff may impose a longer delay.

4.4 Co-ordination with national networking initiatives

TESTA interconnects national administrative networks. Networking policies including issues such as

· IP addressing

· Domain naming

· Security

· Service levels

are coordinated with national network coordinators. 

Requests for TESTA services emanating from a national administration are usually forwarded to the respective national networking coordinator. In many countries, national policies apply to telecommunication links to administrations, and TESTA implementation decisions are therefore taken after consultation with the national coordinator.  Two basic choices apply:

· A direct connection from the respective site to the nearest EuroGate;

· A connection to the national administrative network which is in turn connected to a EuroGate.

5. Costs and COST sharing

5.1 Costs

The following list focuses on the network-related costs of establishing a connection to TESTA. Under certain circumstances, connecting to the EuroDomain mayl incur administrative and management costs and may also require installation of additional equipment locally (for example firewalls). 

The direct costs of a connection to TESTA encompass:

· the costs of the local loop (leased line or PSTN/ISDN dial-up);

· the costs of the router or modem;

· the costs of backup equipment - where required;

· the provider's service charge (monitoring).

Local loop costs vary greatly across Europe, and in some countries these form the biggest cost element. Also, they depend on the location of a specific site and its distance to the nearest EuroGate. For these reasons it is difficult to provide estimates. The following orders of magnitude are given for guidance:

	Speed
	Type of Access
	Average Monthly Charges in Euro 

	64 
	ISDN
	395 (1)

	64 
	Leased line
	1 100 (2) (3)

	128
	Leased line
	1 500 (2) (3)


(1) Includes NAI + Router + Monitoring

(2) Includes Local Loop + Router + Back-up + Monitoring

(3) Average Installation Charges = 2 360 Euro

5.2 Cost sharing

The following general rules of cost sharing apply to services provided under TESTA: 

· The TESTA II backbone services (services provided at the EuroGates, costs associated with the guarantee of services across the backbone, project management costs and general co-ordination costs) will be financed by IDA for the duration of the services.

· A certain number of accesses from the EuroDomain to national administrative networks in the participating countries are financed by IDA for the duration of the service.

An access is understood to include the local loop from the national network to the Eurogate, as well as the associated networking (router) and backup equipment. It is for each Member State to designate where these connections shall be made.

Financing by IDA will apply only to the elements provided by the EuroDomain operator. It does not cover the installation, operation and management of any infrastructure operated by or on behalf of the Local Domain. 

· Accesses from the EuroDomain to the European Institutions are financed by IDA for the duration of the service. 

· Accesses (installation and operation) from other administrations are financed by IDA for a maximum duration of one year. Following the year of service financed by IDA, the administration may either charge the TESTA service provider with the continuation of service or select any other service provider for access to the nearest EuroGate. (The administration's choice will depend among other things on the rules governing public procurement.)

6. Additional Information

6.1 Contacts

To contact IDA on any of the issues described above please e-mail to ida-central@cec.eu.int or fax +32-2-2990286. 

To contact your national TESTA coordinators, e-mail to

	Belgium
	

	Coordinator:
	Technical contact:

	
	Frank Robben

	
	( management@bcss.fgov.be

	
	( +32 2 7418311

	Denmark
	

	Coordinator:
	Technical contact:

	Poul Bernt Jensen
	Henrik Lynnerup

	( pbj@fsk.dk
	( hlynncru@csc.dk

	 +45 3392 9886
	 +45 3614 6574

	Germany
	

	Thüringer Innenministerium, Abteilung 1-Referat 13
	

	Steigerstrasse 24, 099096 Erfurt
	

	Coordinator:
	Technical contact:

	Sigurd Wilke
	Andreas Munde

	( SWilke@TIM.thueringen.de
	( amunde@tlrz.thueringen.de

	( +49 361 379 3313
	( +49 361 379 3313

	Greece
	

	Coordinator:
	Technical contact:

	Spain
	

	Ministerio de Administraciones Públicas
	

	c/María de Molina 50, 28006 Madrid
	

	Coordinator:
	Technical contact:

	Tomás Martín Rodrigo
	Miguel A. Amutio Gómez

	( tomas.martin@sgci.dgopti.map.es  
	( miguel.amutio@sgci.dgopti.map.es

	( + 34 91 5861899
	( + 34 91 5862990


	France
	

	Coordinator:
	

	Julien Français
	

	( julien.francais@mtic.pm.gouv.fr
	

	( +33 1 42755246
	

	Ireland
	

	Coordinator:
	Technical contact:

	Colm McGlynn

	Eddie McGinn

	(Colm_McGlynn@cmod.finance.irlgov.ie
	( eddie_mcginn@cmod.finance.gov.ie

	Iceland
	

	Coordinator:
	Technical contact:

	Johann Gunnarsson
	Bjorn Haraldsson

	( johann.gunnarsson@fjr.stjr.is
	( bjorn.haraldsson@fjr.stjr.is

	Italy
	

	Coordinator:
	Technical contact:

	Marino Di Nillo
	Marino Di Nillo

	( mdinillo@centrotecnico.g-net.it
	( mdinillo@centrotecnico.g-net.it

	( +39 0685264453
	( +39 0685264453

	Luxembourg
	

	Centre Informatique de l'Etat
	

	BP-1011 Luxembourg
	

	Coordinator:
	Technical contact:

	Daniel Nickels
	Serge SPANIER

	( daniel.nickels@cie.etat.lu
	( serge.spanier@cie.etat.lu

	( +352 49925 608
	( +352 49925 753

	Netherlands
	

	Coordinator:
	Technical contact:

	Norway
	

	Coordinator:
	Technical contact:

	Morten Rennesund
	Erik Linnerud

	( morten.rennesund@ft.dep.telemax.no
	( erik.linnerud@ft.dep.telemax.no

	( +47 22 24 99 13
	( +47 22 24 97 72

	Austria
	

	Coordinator:
	Technical contact:

	Leopold Koppensteiner
	Michael Wickenhauser

	( Leopold.Koppensteiner@bmf.gv.at
	( Michael.Wickenhauser@portal.at

	( +43 1 71123-2525
	( +43 664 1016853

	Portugal 
	

	Coordinator:
	Technical contact:

	Fernanda Costa
	Fernanda Costa

	( fernanda.costa@inst-informatica.pt
	( fernanda.costa@inst-informatica.pt

	( +351+21 4723189
	( +351+21 4723189

	Finland
	

	Coordinator:
	Technical contact:

	Seppo Riihimaki
	Ville Hagelberg

	( Seppo.riihimaki@vnk.vn.fi
	( Ville.Hagelberg@vnk.vn.fi

	( +358 9 1602139
	( +358 9 1602137

	Sweden
	

	Coordinator:
	Technical contact:

	Irene Andersson
	Irene Andersson

	( irene.andersson@statskontoret.se
	( irene.andersson@statskontoret.se

	( +46 8 454 4600
	( +46 8 454 4600

	United Kingdom
	

	GSI Nerve Centre
	

	E-mail: gnc@ccta.gsi.gov.uk
	

	Coordinator:
	Technical contact:

	Chris Simmons
	Alan Collier

	( christopher.simmons@ccta.gsi.gov.uk
	( alan.collier@ccta.gsi.gov.uk

	( +44 1424 432946
	( +44 1603 704400


For countries not mentioned above or without contact point, please send your queries to ida-central@cec.eu.int.
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